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Risc-V : Overview

Started as a research .
project in Berkeley in
2010

Open, non-profit .
standard

ISA and extensions are .
royalty-free

Can build solutions and
services on top of it .

Open-ness leads to more
contribution and (\(,,

innovation O
\! .
by IP

Rapid adopti n .
provid‘e%&
corQQ@[\ s, OEMs

\ °

’@\

Barriers Legacy ISA

M Od u |a r ISA Wlth sma | | Complexity O el e " O B dutar ea
Design freedom $%% - Limited Free - Unlimited

ba Se ISA a n d Seve ra | License and Royalty fees $33% Free

. . Design ecosystem Moderate Growing rapidly. Numerous
optional extensions extansians, open and
proprietary cores
I EEE—754 floating point Software ecosystem Extensive Growing rapidly

support

'\(\ Industry innovation on RISC-V
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= Firmware Drivers
Co@ﬂe sed instruction - A Comrs
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2017 -2018

2019 - 2020 202 ——t

2010 -2016

AIIows custom extensions
4 Privilege levels
32 registers for base ISA

Semico Research predicts the
market will consume 62.4
billion RISC-V CPU cores by

2025, a 146.2% CAGR 2018-

2025. The industrial sector to

lead with 16.7 billion cores.

Cores in Milions

Source https://riscv.org/



Risc-V benefits

*Its open-standard nature, which allows collaboration and innovation across the
industry

«Common ISA, which helps make software development easier since all processors
could potentially use the same architecture.

Availability of smaller, energy-efficient,.and modular options

Security features, which are available through open-source reference designs,
software composition analysis tools, and security extensions.



Risc-V applications

*Wearables, Industrial, 1oT, and Home Appliances. RISC-V processors are ideal for
meeting the power requirements of space-constrained and battery-operated
designs.

Smartphones.
«Automotive, High-Performance Computing (HPC), and Data Centers.

-Aerospace and Government. RISC-V offers high reliability and security for these use
applications.

List is endless



Risc-V in Intel FPGA NS

Interrupt
32-bit controller logic unit Interrupt
processor ception Integer controller logic unit Arithmetic
Tkmer - 1 ug processor SEE controller processor .
odule point unit ECC

Timer
Custom

Il-cache instruction

Nios® V/g General Purpose Nios® V/m Microcontroller Nios® V/c Compact Microcontroller
Processor e RV32|AZicsr (Pipelined) & RV32IZicsr (Non- e RV32I
o RV32IMA(F)Zicsr_Zicbom Pipelined) * Nodebug
+ Highest performance Nios V processor e Supports RTOS embedded system ¢ Smallest Nios V processor for non-
e Balanced for performance and size interrupt-driven control application

s Supports RTOS embedded system




Risc-V ISA S0

32-bit RISC-V instruction formats

Y Bit
Open : 4 RISS( Reference Card @ Format
31‘30‘2!|25‘27‘25‘25 24‘23‘22‘21‘20 1!‘15‘17‘16|15 14‘13"12 11‘10‘9‘5‘ 7 6‘5‘4 3 2‘1‘ﬂ
Base Integer Instructions: RV321 and RVG4I RV Privileged Instructions
Category Name | Fmt RV32I Base ~RV64L = Y Name | Fmt RV mnemonic gi g funct7 rs2 rs1 funct3 d opcode
Shifts shift Left Logical| R |SLL  rd,rsl,rsz2 SLLw rd,rsl,rs2 Trap Mach-mode trap return
Left Log. Imm.| I |SLLI rd,rsl,shamt |SLLIW rd,rsl,shamt Supervisor-mode trap return Immediate imm[11:0] rs1 functd rd opcade
Shift Right Logical| R |SRL  rd,rsl,rs2 SRLW rd,rsl,rs2 Interrupt wait for Interrupt
Right Log. Imm.| I |SRLI =d,rsl,shamt |SRLIW rd,rsl,shamt [MMU_virtoal Memory FERCE Upper immediate imm[31:12] rd opcode
R |srRAa  ra,rsi,rsz SRAW rd,rsi,rs2 of the 60 R
I |SRAT rd,rsl,shamt |SRATW rd,rsl,shamt Branch — 0 (322 ==, %0, 2mm) Store imm[11:5] rs2 rs1 funct3 imm[4:0] opcode
Arithmetic ADD| R |aDD  rd,rsi,rsz [aDDW  ra,rs1,rs2 Jump (uses AL 0, 1mm)
ADD Immediste| [ [aDDI rd,rsl.imm  |apprw ra,rsi,imm MoVe (uses A2DT =d, s, 2] Branch 12 Imm[10:5] rs2 rs1 functd immi4:1] |11 opcode
SuBtract| R [svB  xa,rai sz sueWw ra,rsi1,rs2 RETUrn (uses JALR =0,0, ==) Jump 20 imm{10:1] " imm[19:12] - opcode
Load Upper Imm| U |LUT  rd,imm Optic Compressed (16-bit) Instruction Extension: RV32C
Add Upper Imm to Pc| U |auTec rd, imm Category name | Fmit RVC RISC-V equivalent  opcode (7 bits): Partially specifies which of the 6 types of instruction formats
'-D“'CB'XOR e '[‘ o ;g = : =2 Loads LOELJ'?ISE‘F"';; E; e 2“ (Eedr o i :: ﬂ;E:_mm o « funct7 (7 bits) and funct3 (3 bits): These two fields extend the opcode field to specify the operation to be performed
or| R |or ra,rs1,rs2 Float Load Word 5P| CL |c.Frw ras,rs1’,imm |FIW rd’,rsl’,imm*s = rs1, rs2, or rd (5 bits): Specifies, by index, the register, resp., containing the first operand (i.e., source register), second operand, and destination register to which the
OR Immediate| I [ORI  zd,zsl,imm Float Load Word| CI |C.FLWSP =zd,imm 1w ra,sp,immes computation result will be directed
anp| R |awpD  ra,rs1,rs2 Float Load Dousle| CL |c.FrD rar,rs1l’,imm |FLD  ra’,rs1’,immel6
AND i I |awpr  ra,rsi,imm Float Load Double SP| CI |c.FLpsp  ra, imm 1D ra.sp.imm*ie V3 I
B B ey £ T R R T /R 2IMAC,
Set < Immediate| I [|SLTI ra,rs1,imm Store Word SP| CSS [c.swsP  rsz,imm sw rs2,sp,imm*4 \
Set < Unsigned| R [SLTU rd,rsi,rsz Float Store Word | CS |c.Fsw rsl’,rs2”,imm |FSW  zsl’,rs2’,imm*8 _ _
cor mm Uncined| ¢ |Stere fasilime | Aol SLENRN| SRR =i o 1oz, moames (_x X X X )
Branches Brench —| B R EER TSR | flomtstere Deune| Co [SoEep | olTimetiimm [Eep mellientimeis D GEND D D CGENEED | EEED | aEEERED
Branch =| B |BME  rsl,rs2,imm | Float Store Double SP| €SS [c. FSDSE  rs2, imm FSD__ rs52,5p,imm*16 |
Branch <| B [BLT  z=1,r=2,imm [Arithmetic  ADO| CR |C.2DD =d,z=l ADD  za,ra,rsL |_ 20 b _|
aranch 2| B [sem  z=1,rs2,imm ADD Immedintz| C1 |clappx  za,zmm R — Gy RV32A GEEED GEEEED
Branch < Unsigned| B [BLTU rs1,rs2,imm ADD sP Imm * 16| CI |c.ADDI16SP 0, 1mm ADDT  sp.sp.imm*1s
Branch = Unsigned| B |BGEU rs1,rs2,1mm ADD SP Imm * a| CIW |c.ADDI4SFN ra', imm ADDI  ra’',sp,imm*a
Jump & Link aL| J [GAL  ra,imm sus| CR |c.sue rd,rs1 sUB  rd,rd,rsl
k Register| I |JATR rd,rsl,imm anp| CR |c.anp rd,rsl anD  ra.ra.rsi
Synch  synch thread | I |FENCE AND Immediate| CI |C.ANDI rd, imm ANDI  xra,rd,imm
Synch Instr @ Datal I |rENcE.T or| CR [c.om rd,rs1 or ra,ra,rs1
Environment  CALL| I |ECALL eXclusive OrR| CR |c.xoR rd,rsl anpD  rd,zd,zs1
sreak| 1 |emrEax Move| Cr [c.mv rd,rs1 DD rd,rs1,m:0
Load Immediate| CI |c.L rd,1mm ADDI  ra,:x0,imm
Control Status Register (CSR) Load Upper Imm| €I |c.rur rd,imm Lur  ra,imm
Read/Write| I |CSRRW rd,csr,rsl [GRIFEs Shift Left Imm| CI [C.SLLT Td, imm SILT ra.rd,imm
Read & Set Bit| I |CSRRS rd,csr,rsl Shift Right Ari. Imm.| CI |c.sRaT Td, imm SRAT rd,rd,imm
Read & Clear Bit| I |cSRRC ra,csr,rs1 | shife Right Log. Imm.| €I |c.serx rd, 1mm SRLI  zd,rd,imm
Read/write Imm| I |cSRRWI ra,csr,imm  [BF =0[ CB [c.BEez TS1,imm BEQ  =s1 ,x0,imm
Read & Set Bit Imm| I |CSRRSI ra,csr,imm Branch=0| CB |c.enEz rs1c,imm BNE  rs1',x0,1mm
Read & Clear Bit Imm| I |cSRRCI ra,csr,imm  [Jump Jump | €3 [c.o Trom GaL xo0,imm
Jump Register| CR |c.Jm rd,rs1 TATR  0,rs51,0
e B e T e D D
Toads Load Byte[ I [LB Jump & Link Reg CR |c.JaLr rsl [JALR ra,rsi1,0
Load Byte Unsigned| I |LBU ~RUGZT ‘Optional Compressed Extention: RV64C
Conc it Unmigned| 1 [ ERG Trol, imn | ATRVIZE (encant ST 4 word Toads, 4 ward sireres) Ao ( __x X X X B - ( )
Load Word] I |ow LD rd,rsl,imm ADD Word (C.2DDW) Lead Doublewerd (£.ZD)
Stores _ swre avie| 5 oo ADD trmm. Word (<.2054)  Load Doubleword S? (5.5257) (X X X X BN - I )
Store Halfword| s |sm SUBtract Word (< _SUSW) Store Doubleword (c.sD)
32-bit Instruction Formats 16-bit (RVC) Instruction Formats
Tunct? =2 I d opcode funcid I rd/rs1 op
T imm[11:0] [ v opeode | €1 | v /rs1 op
B imm[12[1 2 [ imm[4:1[11] opeode | crw fm op
u imm [31:12] rd opcode cL [ st op. _ _ |-v— 22 bits —-l le l'l— 16 bies —-| R“m
s Eum([20]10:1[11[19:12] =l opeode | [ w1 " op
offset rsl op. Base Intege! IS.&. Compressed ISA
B [ funcis : Sump ta o -~ r -~ =




Risc-V Instructions

Assembly C Description

add x1,x2,x3 a=h+c a=x1, b=x2, c=x3

sub x3, x4, x5 d=e - f d=x3, e=x4, f=x5

add x0,x0, x0 NOP Writes to xe are always ignored
add x3, x4, x0 f=g f=x3, g=x4

addi x3, x4, -10 f=g- 10 f=x3, g=x4

1w x10,12(x13) # 12 int A[100]; Reg x10 gets A[3]

add x11,x12, x10 g = h + A[3]; g=x11, h=x12

lw x10,12(x13) # 12 int A[100]; Reg x10 gets A[3]

add x10,x12,x10 A[10] = h + A[3]; | h=x12

sw x10,40(x13) # 40

10x4

Reg x10 gets h + A[3]

bne x13,x14,done if (i == j) f=x10, g=x11, h=x12, i=x13, j=x14
add x10,x11,x12 f=9g+h;

done:
bne x10,x14,else if (1 == 3) f=x10, g=x11, h=x12, i=x13, j=x14
add x10,x11,x12 f=g+h;
j done else

else: sub x10,x11,x12 f=g9g-h;

done:

Register | ABI Name | Description Saver
X0 zero Hard-wired zero -

x1 ra Return address Caller
X2 sp Stack pointer Callee
X3 gp Global painter -

x4 tp Thread pointer -

x5 te Temporary / alternate link register | Caller
X6-7 t1-2 Temporaries Caller
x8 se/fp Saved-register / frame-pointer Callee
X9 s1 Saved register Callee
x10-11 | ae-1 Function arguments / return values | Caller
x12-17 | a2-7 Function arguments Caller
x18-27 | s2-11 Saved registers Callee
x28-31 | t3-6 Temporaries Caller

Floating-Point Registers

fo-7 fto-7 FP temporaries Caller
f8-9 fs0-1 FP saved registers Callee
f1e-11 | fae-1 FP arguments / return values Caller
f12-17 | fa2-7 FP arguments Caller
f18-27 | fa2-11 FP saved registers Callee
f28-31 | ft8-11 FP temporaries Caller

31 30

21 20 19

12 11 7 6 0

’120| imm[10:1]

‘ill‘ imm[19:12]

rd opcode

offset[20:1]

dest JAL




Risc-V Interrupts

RISC-V Core IP
Other Care
Complex Interupt
Sources ‘
PLIC |
Global Interrupts:
CLINT

Software Intermupts:
Timer Interupts
Extemal Interrupts.

Local Interrupt 0.

Local Interrupt X

Software Iniermpts

Timer Intermupts

Extemal [ntemupts

Local Interrupt 0

Local Infemupt X.

Softviare Interrupts.

Timer Interrupts

External Interrupts

Local Interrupt 0

Local Intermupt X

Hart 0

e +(4°X)

mivec +0x40

mtvec + 0x3C

mitvec + 0x38

Hart 1

mivec + 0x34

mivec + 0x30

mtvec + 0x2C

mivec + 0x28

mivec + 0x24

mivec + 0x20

mtvec +0x1C

mivec +0x18

Hart N

mivec +0x14

mivec +0x10

mtvec + 0x0C

mivec + 0x08

mivec + 0x04

mivec + 0x00

CSR__ | Description
mcause | Contains the cause value of the exception/interrupt. See Section 8.7.5 for more
CLlNT description.
mepc Contains the pc where the exception occurs,

1 ntval | If the cause is a load/store fault, this register has the value of the problematic
MaChlne MOde address. If itis an invalid instruction, it provides the instruction that the core tried
Interrupt Vector Io execule. _ _ ,

mstatus | Contains the interrupt enables, privilege modes, and general status of execution.
Tab|e See Section 8.7.1 for more description.
mtvec | Contains the vector that the core will jump to when an exception occurs. If this is
not a valid executable value, you may get a double exception when jumping to the
exception handler, so it is important to look at all these registers when the
exception FIRST occurs. See Section 8.7.2 for more description.
Local Interrupts, ID: 16..X Priority | Exception Code Description
Highest 3 | Instruction address breakpoint
External Interrupt, ID: 11 12 | Instruction page fault
1 | Instruction access fault
Timer Interrupt, ID: 7 2 | lllegal instruction
0 | Instruction address misaligned
Software Interrupt, ID: 3 8,9, 11 | Environment call
3 | Environment break
Reserved 3 | Load/Store/AMO address breakpoint
Store/AMO address misaligned
4 | Load address misaligned
15 | Store/AMO page fault
Vector Table Base Address 13 | Load page fault
mtvec + (4 * Interrupt ID) 7 | Store/AMO access fault
Lowest

5 | Load access fault




Security, access control
TrustZone (Armve-A) to WorldGuard .

Security Through Separation

REE TEE

. . User Tasks Appimons
Arm® TrustZone® Technology RISC-V Multizone™ Security o
SE1D o
unctiona ‘ onSex Root of Network Rien 05 UTé2 D D
:ZDde‘ B\u::u N:::‘;”‘ E:L ! R’.‘\CJI:D: ‘ T:;:tz;‘:\ Trust Stack m OTA Update Linux / -RTOS i Y.

SELL Trusted 03 ElL [Vsmode Trusted 05

s} A

Each Zone
Compiler Compiled and
& Linker Linked
* Separately ER2 HS-mode
(optional)
stack stack stick stack stack stack stack stack
1
v M-mode
2 2 B
H 2
- - SiFive WorldGuard
! hepp heap heap heap heap hieap heap SiFive WoridGuard
heap — WD PrivMode
uninitialized data (bss) data [bss) data [bss) data (bss) data (bss) data (bss) data (bss) data (bss) “ﬂfﬁmm_
o |
initialized data initiafized initidized initialized initialized initialized initialized initialized Tt 05_
data data data data data data data
Tsted dpp#1
text et et text text text et et Tused 2
Arm® TrustZone® Secure InterZone™ Communications - no shared memory v T

Trusted Firmware Secure MultiZone™ nanoKernel - boot room

Uninsied Ao 22

e @ v |



Security, access control in Risc-V

Simplicity and Openness
= Simple and Modular ISA

® QOpen ISA and open cores

®* Transparency and high assurance

= End of security through obscurity

User-mode Interrupts (“N”)

® QOptional extension

= Intended for securing constrained embedded devices
* M+ Umaode

* |Interrupts delegated to userland

= Hardware transfers control directly to U-mode

Execution Privilege Levels
= Machine — always present

= Supervisor — 0S’s (e.g., Linux)

* (Hypervisor — work in progress)

® User - Applications

Physical Memory Protection

= Whitelist-based

= Number of PMP entries can vary

= Configurable by the M-mode

= Controls accesses of U- and S-mode to memory



Functional Safety

~| No unacceptable threat/risk
from the system to environment

Functional safety standards

EN 62081
(factory
EM 50128 RTCA/DO17EE
(railway) (aercspace)
IEC 80801
IEC 50156
(furnaces)

Meeting FuSa is an
art of find %
o

oss:bllltles
achieve safety

at a holistic level

automation)
{medical

equipment)

\ Fault — % Error

IEC 61508
y (meta standard)

Definition of Functional Safety

Risk judged to be
according to valid s

unacceptable in certain context

ietal moral concept
-

unreasonable risk

malfunctioning behaviour
//'/
r'd
Failure or unintended behavior of an item with
respect to its design intent

O nl E=V

IEC 60730
(household/white
goods)

Potential source of harm
-
e
/

Random
faults

Safety application Safety application
hazards bl el
. Design errors
Run-time errors
Software errors

[ =
£
Vehicle Level E

2 | l
Systemlevel  pararg - a

SoC Level /—-—"

Advanced Driver
Assistance Systems

Product
@ safety @

features

Braking system

“Absence of unreasonable risk due to hazards caused by malfunctions”



Risc-V Debug, Trace \‘a’&\o(\

2 workspace - DAWork) ~DE

Fle Edt Souce Refacor Nevigate Search Project Pydev Run Window UtraDevelop Help

. n g n
* Getting competitive e - e, D -
15 Debug ect Explore T Bamed = 0 = Dsasemby 22 9 Breskp.. & Ecpressi.. B\ Moduies % Periphe 11 Registers 31
. N BE%B [T 1 sincludecstdio.h> [Enter location here /8B ol £E(S e 8
W I t h ( O r e S I g h t a n d v (€] sum_am [shling Opella-XD ARM Debuggig] = 0000000014300128:  str v, [sp, %] & | e Value Desciption A
v @ sumef 3 int s=8; -
= 4 e v 4 General Regiters General Purpose and U
v 4 Thiead 1 <main> (Suspended: Breskpoint] 5 volatile unsigned long long *value = £x14500005; ”‘Z‘w“-""‘”»l‘ S e EP = 10 5
= cakulate sum) at sum.c11 14800740 e . . rssoenz N~ "a,‘,,‘?s’,: pis] e =
= main() ot sum.c22 0cME0TTE 7 \(l\slgned long calculate sus(int vali, int val2) \ssrns iy s =5 ey
5 ssham-gdb-senerexe 9" st s; il R 13 Dx148bde38
35 aarchbt-ef-gdb.ere s = valiwval2; sx;mmv? [sp, #28] 1 4 o0
S Lirse @, [sp, #28] s
int main() } t x6
add  sp, sp, $0x28 e
1 ret )
unsigned long count=2; A )
. ik
solutions s o -
e X9, sp 1 x11
f 53
LN ed51) unsxgned long count=2; 12
str v, [x29, %241 13
sum = calculate_sus(*(int*)value,i); ‘"""‘ i=1;5144) , il T
iF(sum == 8) mov  wa, xl s .
str o we, [x29, £28] x5
[ comith; sum = calculate_sun(*(int*)value, i); 216
o adrp X8, 8x14300000 1517
add  , x@, *oxia8 ' 18
: e 8, [x0] =
return 6; N @[l i <19
dr W, 29, 220] 2
bl ex14806120 <calculate sum> 221
str w8, [x29, #16] 12
if(sum == 8) 23
Ur  w, (09, #16] =
24
ap ) 1 25
b.ne  @x14890194 <maini72> // b.any »
T countsd; 126 Y
arget L e, [x9, 24] - = =
ad  x0. x0. s .
> ,
7 ASHLING T o ey =
Favortes X B2 ME-Hr Neme Tipe Valoe Monitr 5 % g (o =
TE] Ashing Opells-XD ARC Debugging (G08) sum_am [4shling Opellz-XD ARM Debugging] = vall int [] @ OcMB00100 | Address @ A
= 4shling B Server for ARM (ash-ars-gdb-server). = val int n @ 014200360
z‘uh‘me Opellz-XD ARM Debugging V1.2.7-A 82-Jun-2029, (c)Ashling ﬂx:rcsyit:li Ltd 2010.
T

|

|

= Ashling Opella-XD RSC-V Debugging s int n [
Itra— [E] RISC-V QEMU Debugging T4 nusber(s) choss | 1ss0e120 Dcesxe  aseeeree

Checking Oprlla 0 Eiimmre: | 14508130 BoseerEr  BoseesE:

Configuring Opella- 0. |
Connected to target device configured as: Cortex-AS3 | 1es0erso pssercze  910e3F
(currently in Little Endian mode). ‘ 14300150 S10003D  Foeerer

|

|

[

|

[

|

Connected to target viz Opella-1D 14300160 90000000 91863608

(diskare:v0.8.1-G, firmeare:v1.5.2-H) at at Wz, < > — .
. taiting for debugger comection on port 57181 for core 0. N Dl | YD | DL | B
www.ashling.com Fress ' s gt 14900180 TIROCL  S40000S  F007R) 91000400
2 debugger conne: from 127.0.8.1 on port 57101. 14300199 FI00OFAR  B94017A2 11000420  B9EB17A0

1480018 17FFFFFO 00000000 14300005 00096200
14300150 00000000  00P0GO0D 00000000 0006200




Modelling on Virtual Platforms and Simics

A

xe\

Traditional Product Life Cycle duct Life Cycle with Simics

Resources _Product
Costs . Qaéliw
Risks \\\ Reduced Time-to-Market

Increased Revenue

Software
Software (Rt

Engineering Resources
\J
(®
Engineering Resources

Integration ) / are Ir;iegration
and Test ./’ and Test

HW/SW
Time and Risks

~C
Interface (- N / n accurate full-system virtual platform
‘

simulate any computer-based system on a standard PC,

Hardwar
e Models

erver, or cloud server

Run the full software stack — firmware, boot code, OS,
- drivers, applications, middleware

Simics https://www.intel.com/content/www/us/en/developer/ar
/ ticles/technical/simics-simulator-technology.html




Simics Level of Abstraction

Goal: Fast & scalable simulation

Scope and speed

Goal: run the real software

Target operating system (s)

]

Detail of model

Boot/BIOS/UEFI

func o

0‘@‘

Target mo

des all software-visible
&ts of hardware, such as
structlons supervisor modes,
e registers, interrupts, etc.

Transaction-level modeling (TLM)

Model function & basic timing

System

Device
memory ma )
ry map register
(not bus .
interface
system)
Event-driven
Packet-level . .
simulation,
models of
not cycle-
networks .
driven

Lazy and agile modeling

Build out platform from core to all over time

N
7

Time

Add timing and parch when needed

Processor Cycle-
simulators accurate Cache model
from hardware (timing)
designers models
Processor

. Power models
timing models



Risc-V opportunities for students

* https://riscv.org/

 https://shakti.org.in/

* Risc-V simulators - QEMU

* Opportunities for students to wor at Intel/PSG on

N\
: o e : .o ’/ . - : :
« Design, Verification, Physical ‘ ,,V- emulation, Silicon validation ...


https://riscv.org/
https://shakti.org.in/

Summary

* Risc-Vis open and is gaining fast and wide acceptance
* With many vendors and many SoC products in the fie
* Risc-V has limitless opportunities and pot ) ypes of computing.

. it] c-V based CPUs with best-in-



Quiz
e What does V stand in Risc-V for ?

 How many registersin ISA?

 Whatis rQO’s specialty ?
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